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Definitions of GRC

» Enterprise Governance Risk & Compliance (EGRC) —
The primary purpose of the EGRC platform is to
automate much of the work associated with the
documentation and reporting of the risk management
and compliance activities that are most closely
associated with corporate governance and business
objectives.

» IT Governance Risk Compliance (IT GRC) - The
management, measurement, monitoring, automation
and reporting of IT controls

» Governance Risk Compliance Management (GRCM) -
The automation of the management, measurement,
gap remediation, and reporting of controls and risks
agalnst objectlves and in accordance with rules,

egulations, standards and policies.

(Caldwell 2010; Nicolett, & Proctor 2010; Harris et al 2010)
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GRCin 2011

» The once-prevalent view of IT governance as a
stand-alone entity, distinct and separate from

corporate governance, Is fading fast (Bace et al
2011).

» Drivers for GRC emanating from the Economic Crisis:

> Increased regulatory requirements across
Industries.

> Increased need to demonstrate transparency to
shareholders.

- Reduced IT budgets require more cost effective
and efficient IT assets/spend.

» Chartis Research forecasts the worldwide financial
services OpRisk and GRC technology market will

grow to $2 billion by 2013 at a compound annual
growth rate of 6.5%.




GRC Platform Vendor Market

» The GRC platform vendor market is seeing
dramatic growth from a $635 million global
market in 2009 to a nearly $749 million
market in 2010
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GRC Research

» Little empirical research into GRC.

» 3-Year research project focusing on:
- Dissemination of best practice, how and why? River

- How organizations make sense of new regulatory
requirements and understand their exposure to new

mandates from an IT perspective.
> The role of outsourcing in GRC.

Charles

» Presentation highlighting some preliminary
findings at ECIS 2011 - (currie, Finnegan, Gozman-

Accounting information systems as institutional carriers: a case
study of regulatory compliance in UK asset management houses)




GRC Questions

» What upcoming regulatory changes impact
my organization and what is the role of IT In
the remediation process?

» How mature and aligned iIs the organization’s
GRC capability and what is the role of IT and
Industry standards?

» What data is required to run necessary
controls and what systems need to share this
data?

» What existing IT assets can provide GRC and
what are the gaps in required functionality?

g



A Medley of Frameworks for IT

COSO
Enterprise Risk
Management
(Integrated approach to
internal control and RM)

GRC

CoBIT
(IT controls and metrics)

ISO/IEC 38500
(High-Level IT Governance
Framework)

Differ in Focus
Time Effective
Provide Structure

e Auditable

e Recognized Standard

{Adapted from Spafford 2003)

ITIL
(Service Management)

Incorporate Best Practice
e Allow Knowledge Sharing

ISO/IEC 27000- Series
(Security)




Aligning GRC Activities

Business
Strategy
Corporate
Governance
Policy Setting
and Oversight
GCRM
IT GRC IT Procurement and
Development Decision
Making
Prioritization, fanple
Planning & IT Risk, Security
Access > & Internal
Management ¢ Controls
Process Systems
Reporting
& Exposure to
: RM Tol
Metrics M‘i:;ieg;atri‘::s 2 Internal Policies &
External Mandates
Enterprise Risk Corporate
Management Compliance




The Evolution of IT Outsourcing
INn Financial Services

1980s: 1990s: ; 2010s;

Timesharing ASP & Other XSP Best Sourcing

Over the years, outsourcing has evolved and spawned a
plethora of new delivery models and managed service
options for various IT-related functions, from off-shoring
to “XSPs” (Application Service Providers, Managed Service
Providers, and so on) followed by the wave of “XaaS”
options (Software as a Service, Infrastructure as a Service,
etc.).



From Traditional to Best Sourcing

Traditional Outsourcing

Best Sourcing

Lower cost — organizations can
reduce up-front investment and
ongoing costs by tapping into a
service provider’s existing economy
of scale in hardware, infrastructure,
and IT support resources.

Predictable costs and service levels -
outsourcing makes it easier to
predict and limit exposure when IT is
called upon to support new business
initiatives.

Scalability — outsourcing increases
flexibility by enabling an
organization to add or remove
capacity incrementally.

Focus - for many organizations,
outsourcing non-strategic
applications allows them to focus on
their core competency.

»

Time to market — utilizing a
provider’s expertise and existing
application delivery infrastructure
enables firms to be more agile and
enter markets faster.
Higher core application utilization
and value — a core solution provider
with expertise in the application and
related areas can apply best
practices and tailor them to a firm’s
unique business needs in ways that
increase application utilization and
improve end-user satisfaction.
Increased business responsiveness -
access to dedicated application
experts helps firms stay more
current with technology-enabled
industry best practices and changing
regulatory requirements.

10



Managed Services

Expertise in implementing, tailoring and managing the
front-office platform

Experience working with buy-side firms similar in size,
business model and areas of focus

Ability to provide deep application expertise on a 24x7
basis — to support global operations if applicable, or at a
minimum to provide off-hours support and
vacation/holiday coverage

Predictability of cost and reasonable terms for
incrementally adding/removing capacity or services, as
well as scalability to support growth initiatives

Ability to provide support throughout the investment
lifecycle, from decision support and portfolio management
through execution, post-trade settlement and
performance measurement, attribution and risk analysis

Longevity and stability in the market
Reputation for technical support and customer service
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Preliminary Conclusions

Set up a committee of stakeholders to understand the impact of new
regulations, such as Dodd-Frank, at the industry, firm and the IT levels.

Business and IT to build cross-functional relationships with legal, audit
and finance depts.

Ensure that existing IT governance standards, practices and programs
are aligned with GRC requirements as well as corporate governance and
business objectives.

No single IT vendor solution can provide complete GRC.
Prepare to meet increased auditing requirements
Data is key:

- Pay particular attention to data required for risk management calculations and for
structuring and imposing rules for financial transactions.

Organizations with similar regulatory exposures and systems may
benefit from sharing experiences.

Address skills shortage of IT compliance staff - more focused training
ASP, SaaS finally making an impact in GRC as ‘managed services

.....
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Medieval CISSP by T.L.Ford, 2010, www.Cattail.Nu

Legal, Requlations, Investigations,
and Compliance

You really think the auditor will believe this, Sir?

We comply with all '

Locar, State, and Federal Laws
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GRC Activities: Mutually Supportive

Manges
EGRC controls

» EGRC |«

GRCM

Administers
EGRC systems

Creates Creates policies,
controls for controls and risk
GRCM systems assessments which
to manage IT GRC must incorporate
B -

—onitors IT GRC controls———pp

—Acministers GRCM systems

IT GRC
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IT Compliance and Healthcare

U.S. National
Accraeditation

Authority

EHR COMPLIANCE TEST

" CCHIT
" HITSP
" MITSC

SECURITY AND TRANSPORT TEST

HIT

Interoparability
Standards
Rewias

AHIC
 HIE Policies

HIE Use'Cases
Clinica
Documen

Process
Model

ERH

Technology
Certification

Meaningful Use

2011 Clinical Data

2013 Decision Support

2015 Evideénce Based
Medicine

© W. Currie & D. Gozman
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& NMike Baldwin / Comarad

“Somehow your medical records got
faxed to a complete stranger. He has
no idea what’s wrong with you either.”
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From an IT standpoint, what is the most challenging compliance
regulation?

HIPAA

Sarbanes-Oxley

FISMA

Basel Il

Other

Source: Ipswitch Inc/s Network Management Division



